<
research

@) TREND

Glupteba Campaign Hits Network
Routers and Updates C&C Servers
with Data from Bitcoin Transactions

Appendix



Indicators of Compromise (1oCs)

File Name
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A.exe
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e-0218.exe

updateprofil
e-0321.exe

updateprofil
e-srvl-
0520.exe

winboxls-
0225-2.exe

winboxls-
1008-2.exe

SHA-256 Hash
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-
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Attribution

Glupteba Dropper

Glupteba

Glupteba browser
stealer

Glupteba browser
stealer

Glupteba browser
stealer

Glupteba browser
stealer

Glupteba Router
Exploiter

Glupteba Router
Exploiter

Detection Name

TrojanSpy.Win32.GL
UPTEBA.A

TrojanSpy.Win32.GL
UPTEBA.A

TrojanSpy.Win32.GLUP
TEBA.A

TrojanSpy.Win32.GL
UPTEBA.A

TrojanSpy.Win32.GLUP
TEBA.A

TrojanSpy.Win32.GLUP
TEBA.A

TrojanSpy.Win32.GLUP
TEBA.A

TrojanSpy.Win32.GLUP
TEBA.A




winboxls- 07dlea5c0b4alb437d2146fd9c918d Glupteba Router  TrojanSpy.Win32.GLUP
0712.exe 72a16c2950d24d4c7f1f95f8409d261 Exploiter TEBA.A
9b3

Related URLs, IP Addresses, and Domains

e 5[]9[.]157[.]50 (Glupteba C&C IP)

e keepmusic[.]xyz (Glupteba malvertising domain)

e playfire[.]Jonline (Glupteba malvertising domain)

e venoxcontrol[.Jcom (Glupteba dropper C&C domain)

e okonewacon[.Jcom (Glupteba dropper C&C domain)

e blackempirebuild[.Jcom (Glupteba dropper C&C domain)
e bigtext[.]club (Glupteba dropper C&C domain)

e clubhouse].]site (Glupteba dropper C&C domain)

e nxtfdata[.]xyz (Glupteba dropper C&C domain)

e lienews[.Jworld (Glupteba browser data exfiltration domain)
e phonemus].]Jnet (Glupteba dropper C&C domain)

e takebadl[.Jcom (Glupteba dropper C&C domain)
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